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Jellyfish AD CS Voyager

Your PKI Expert for Enhanced Security Management

The Jellyfish AD CS Voyager is an advanced companion application designed to enhance
the Microsoft Windows Active Directory Certificate Services (AD CS) PKI platform. As a PKI
expert, Voyager reduces the burden on your security team, making it easy to get up to
speed with your organisation's PKI environment. Voyager can be used to update Jellyfish
in the cloud, or installed as a standalone reporting tool inside your network.

Unmatched Insight into Your PKI Assets

Voyager probes your Active Directory Domain Services (ADDS) and AD CS, cataloging all
your PKI assets into a comprehensive and transparent platform:

e« Comprehensive Overview: See all Certificate Authorities across your Active
Directory Forest.

« Template Tracking: Monitor certificate templates across all authorities, including
detailed metrics on requested, issued, rejected, and failed certificates.

o Revocation Management: Track Certificate Revocation Lists (CRL), online CRL
responders, and OCSP responders.

« Enrollment Agent Services: Gain insights into which templates are available and
frequently used by enrollment agent services.

Connecting the Dots: Insights and Analytics

Voyager goes beyond traditional tools, connecting your PKI assets to give you actionable
insights:

« Template Usage and Frequency: Understand which templates are used and how
often, guiding your decision to keep or retire them.
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e CRL Management: Track when and where your CRLs are published and which CRLs
are used as OCSPs, ensuring that revocations are efficiently managed.

o Performance Metrics: Get detailed metrics on certificates, including issuance
throughput, helping you quickly identify and address performance anomalies.

Certificate Breakdown

ific

Stay Updated with Alerts and Notifications
Voyager provides proactive alerts, ensuring you’re always informed:

« Threshold Alerts: Receive notifications when the active certificate count exceeds a
set threshold or when certificate issuance rates deviate from normal.

« Performance Warnings: Be alerted to high volumes of failed or rejected certificate
requests, ensuring prompt attention to potential issues.

e Service Status Monitoring: Stay informed when critical AD CS services, online
responders, or enrollment agent services are offline.

o Expiration Warnings: Get notified when CRLs are about to expire, reducing the risk
of unexpected outages.
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A PKI Expert at Your Fingertips
Voyager offers features that make understanding and managing your PKI effortless:

« Briefings and Insights: Regular, detailed briefings keep your security team updated
on the status and health of your PKI.

o Streamlined Operations: Voyager reduces the workload of your security team by
automating complex PKI data collection and analysis tasks, allowing your experts
to focus on strategic decision-making.

e Quick Onboarding: Voyager's intuitive interface and expert analysis make getting
up to speed easy, even for those new to PKI management.

Cogito Group www.cogitogroup.net




Jellyfish AD CS Voyager Fact Sheet

Advanced Technology for Superior Performance

Voyager’s technology surpasses what’s available through standard AD CS software,
offering specialized capabilities:

o Cartographer: Rapidly iterates through the ESENT database, providing fast, non-
intrusive access that doesn’t impact other tools.

e Shadow Catalogue: Seamlessly accesses the ESENT database through an AD CS-
facilitated pass-through, ensuring smooth and uninterrupted operation of
Certificate Authority services.
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Versatility for Every Scenario

Whether for data analysis, operational effectiveness or Certificate Authority migration,
Voyager’s versatility and powerful analytics make it an essential tool. It empowers your
team with the insights needed to make informed security decisions, enhancing
operational efficiency and PKI stability.

Jellyfish AD CS Voyager puts you in the pilot seat, offering confidence in your PKl's
stability, availability, and security. Trust Voyager to be your expert guide, making your
PKI operations simpler, more transparent, and highly effective.

About Cogito Group

Cogito Group is an award-winning, Australian owned and operated ICT company,
specialising in authentication, cloud security, identity management and data protection.
Cogito Group protect the authentication methods used to access information through the
use of Identity and other security technologies. Cogito Group protect data not only from
unauthorised access and disclosure, but also from being altered by an unauthorised third
party or a trusted insider with malicious intent. This assists in the detection and
prevention of fraud or other malicious activities by third parties or trusted insiders.
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