
 

Minister for Defence explains 
government position on cyber
K at h e r i n e  Z i e s i n g  |  C a n b e r r a

ADM’s 5th Annual Cyber Security Summit hosted a wide range 
of speakers from Defence, government, industry and academia, 
bringing together a wide range of views and perspectives about 
this global issue but at a national scale.

Minister for Defence Kevin Andrews opened the second day of 
proceedings, acknowledging the national context of the issue and the 
priority it has in government.

“state and non-state actors now have access to highly capable and 
technologically advanced tools to target others through internet-con-
nected systems and we are seeing greater use of offensive cyber opera-
tions. this trend is likely to continue. the first priority of this 
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government is the safety and security of its citizens.”
Cyber will also have its place in the upcoming Defence White Paper, with the minister 

confirming that people and funding are key issues that will be addressed.
“Over the 20-year horizon of the White Paper, the government will substantially 

enhance Defence’s cyber capabilities, as well as invest in other enablers of the joint force 
such as intelligence, surveillance, communications, infrastructure and training,” andrews 
said to the 100-strong audience.

“i am particularly mindful of our increasing dependence on cyber capabilities for military 
effectiveness. as is the case more broadly, while technologies can lead to new opportuni-
ties for Defence, they can also create new weaknesses.

“Defence’s future cyber capability will therefore focus on ensuring our sensitive informa-
tion, systems and platforms are adequately protected.

“the government recognises that a high priority will need to be placed on growing the 
specialist cyber workforce we need to keep pace with technological advances and protect 
against future global cyber threats.”

if you missed the events of the day, you can catch up by searching twitter using  
@austdefence @KZiesing or #Cybersecurity2015 or keeping your eyes peeled for the 
august edition of aDM.

REvIEw UNvEIls cONfUsION OvER  
cybER sEcURITy ROlEs
j O h n  h i lV e r t  |  C a n b e r r a

While the Cyber security review is due “any day now”, Prime Minister & Cabinet’s Fas, 
Cyber Policy and intelligence Division Lynwen Connick outlined the main issues to be 
considered by government.

addressing the Cyber security summit, Ms Connick highlighted the importance of 
developing a “joined up” response regarding cyber security from government and 

working closely with industry and other 
organisations.

“One of the most consistent messages 
that we have heard from the Cyber security 
review especially from business is that 
Commonwealth agencies need to be more 
joined up on cyber security,” she said. 

industry and business were receiving dif-
ferent messages from different agencies. 
Different people talk to them about the same 
issues for days in a row, she said. 

“that can be confusing for people to 
deal with.”

she revealed there was an emerging con-
cern about which agency was responsible 
for policy and operational aspects in han-
dling cyber security issues and under what 
circumstances.

Lynwen Connick: A ‘joined up’ response from 
Government important.
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“People still find it confusing about 
who they should go to if they have a 
policy question or a more strategic issue 
they wish to address.”

While the establishment of the 
australian Cyber security Centre (aCsC) 
had brought together many diverse 
agencies, working cooperatively with 
industry and businesses had been some-
what “patchy” she conceded.

“at best we have more to do. at worst we have only really started down this path to 
work collectively as a nation. We need to get a lot better at explaining to people who 
does what and where the information is. We need to do a lot more work on that.”

she said this issue was what the review was focusing on: how can government work 
cooperatively with partners – not just other government agencies to solve our problems. 

the review received advice from 180 business and academic groups around the country 
and international and was working closely with its independent panel of experts.

We need to make it easier for people to work with government, she said.
she also noted a view the government should fight cyber crime “more actively” and boost 

our investigation into enforcement capability and partnering internationally to do that.
“a lot of people say we need voluntary principle-based standards that are not just there 

for government but for business as well. We are looking at what we can do there,”  
Mc Connick explained to the audience.

she also confirmed the dearth in job-ready skills for a cyber security workforce. 
“We need to intervene at all levels of the education system – not just universities,”  

she said.

acORN gROws TO bREak cybER cRIME  
fRaUDs IN aUsTRalIa
j O h n  h i lV e r t  |  C a n b e r r a

the Federal government’s flagship $2 million online crime reporting system is beginning 
to pay for itself in solving mass cyber frauds.

Dubbed aCOrn (australian Cybercrime Online reporting network), the website at 
http://www.acorn.gov.au/ was 
launched in november last year 
to enable the public to report 
cases of cybercrime.

aCOrn offers a network 
approach to reporting of such 
crimes and often patterns of 
rogue activities can become 
apparent. Furthermore the 
accumulation of the various 
petty amounts involved can 
become substantial 

“  A lot of people say we need 
voluntary principle-based 
standards that are not just 
there for Government but for 
business as well.”  

Panel discussion: Early signs point to ACORN success in 
online reporting of cyber frauds.

http://www.acorn.gov.au/
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enough to justify active intervention and investigation.
the rate of public responses to aCOrn had risen to 4,317 submissions in May 2015. 

this was an increase of 12 per cent on april (3,528) and 11 per cent on March (3,165).
an analysis of its april submissions showed 55 per cent comprised online scams or fraud 

and 20 per cent concerned online purchases or sales.
that month 402 reports were referred to the aFP. these concerned mainly malware or 

ransomware with 12 submissions (three per cent) actually being infected.
in april an analysis of 1,966 submissions were accounted as complaints about scams, 

including donation scams/requests for money and requests for personal data.
referral to various state police saw 25 per cent of submissions going to Victoria, 23 per 

cent Queensland and 20 per cent nsW.
losses nominated by submissions came to around $96 million in losses. however the 

australian Crime Commission (aCC) cautions this figure was not independently checked 
and cautions the figure should not be taken as definitive as this initial stage.

april also saw some 2,440 identified suspects emerging from the submissions (i.e. user 
names, emails or identities).

the age of those submitting to aCOrn was spread throughout the age range of 20 to 
59, with few submissions coming from outside this age range.

aCOrn was proving useful and enabled investigations based on patterns of the com-
plaints. Whereas a single scam of $50 would be less likely to be followed.

typically, a $50 fraud will be documented and filed away with little follow-up action in 
the absence of an obvious suspect and competing with local peace keeping priorities.

One early example involved a growing pattern of fraudulent sales of goPro cameras in 
Western australia towards Christmas last year. 

Consumers were stung for about $300 a pop. Further digging saw this total to some 73 
similar cases in Wa, according to Professor Craig Valli, Director eCu’s security research 
institute at edith Cowan university.

addressing the Cyber security summit, Valli revealed that aCOrn led the police to 
locate someone from the eastern states who gave his bsb number. that person has since 
been was arrested and jailed, he said. 

“instead of a single fraud traditionally reported. it would have had the police assessing 
whether to investigate a mere $300 fraud. aCOrn’s reporting gave this a priority of fraud 
closer to $22,000.”

DEfENcE waNTs TO REcRUIT yOU fOR yOUR  
cybER sEcURITy skIlls
j O h n  h i lV e r t  |  C a n b e r r a

army and navy chiefs have confessed to their desire to recruit it staff with cyber secu-
rity skills, even if they don’t fit their usual age or fitness requirements.

“We know we’ll probably need to embrace a non-linear recruiting model, an unu-
sual recruiting strategy to draw cyber expertise into the army,” Major-General fergus 
McLachlan, head of Modernisation & strategic Planning, australian army, said.

Majgen Mclachlan conceded this could involve waiving the physical entry standards. 
remuneration may be adjusted and a new trade qualification may need to be 
introduced for current army recruits as well.
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“We’ll need cyber soldiers who 
can defend our systems at the tac-
tical level well forward in the oper-
ating environment. they will have 
the skills to identify the threats 
within that environment and the 
means to protect the networks 
providing commanding control to 
commanders. this includes insider 
threats and anomalies,” Majgen 
Mclachlan said.

rear Admiral Peter Quinn 
CSC, ran head joint Capability 
Coordination, confirmed Defence 
would consider new and innovative 
employment strategies as necessary, 
supported this view.

this approach was spearheaded 
in the uK back in May 2013 when 
the uK government created its 
“joint Cyber reserve” selecting 
candidates based primarily on their 
existing technical knowledge, skills, 
experience and aptitude for posts in 
joint Forces Cyber group sub-units.

see https://www.gov.uk/govern-
ment/organisations/joint-forces-
command/about/recruitment for 
more on this topic.

in the european spring of 2014, 
the uK government’s first cyber 
reserve recruits went through the 
induction process into their parent 
service and subsequently attended 
an initial training course run by the 
joint Cyber unit (reserve).

raDM Quinn was also keen to avoid to being seen as poaching specialists from the 
private sector.

“there will be a requirement on the aDF to work closely with the commercial sector,” 
he said. 

removing senior cyber defenders from military providers may be just as likely to expose 
Defence to a cyber threat, if Defence would not have that defender in the first place.

More generally national security agencies and the police are keen to recruit white-hat 
hackers, many of whom started as young illegal hackers, according to the abC. 

even the Defence spy agencies have begun recruiting hackers to work at the new 
australian Cyber security Centre (aCsC) run in conjunction with the aFP and other law 
enforcement groups.

RADM Peter Quinn: Innovative employment strategies 
would be considered.

MAJGEN Fergus McLachlan: We’ll need cyber soldiers 
who can defend our systems at the tactical level.

https://www.gov.uk/government/organisations/joint-forces-command/about/recruitment
https://www.gov.uk/government/organisations/joint-forces-command/about/recruitment
https://www.gov.uk/government/organisations/joint-forces-command/about/recruitment
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acaDEMIc waRNs Of a glObal  
cybER sEcURITy cRIsIs
j O h n  h i lV e r t  |  C a n b e r r a

in the absence of clear defeat of cyber threats, Dr Greg Austin, visiting professor at 
the australian Centre for Cyber security, unsW questions whether we are approaching a 
“global cyber security crisis”? 

Drawing on various threat assessments locally and internationally, he concludes that 
australia’s strategy for cyber security will continue to lag behind the technological poten-
tial of attackers and emerging vulnerabilities.

Cyber threats are becoming more frequent, more severe and more sophisticated. the 
recent massive breach of personnel records by the us Office of Personnel Management 
was a recent example.

While the likelihood of a catastrophic attack from any actor was remote, persistent low- 
to moderate-level attacks from a range of actors impose cumulative costs, he notes.

Moreover technological advances and the speed with which adversaries are deploying 
them seemed to leave local and international initiatives further behind.

“it’s almost impossible to be caught if you are a cyber criminal,” he said.
While there was broad agreement that cyber threats required a global cohesive 

response, so far there had been at best narrower initiatives such as Five-eyes community 
which has offered benefits more for intelligence gathering than increasing safety or resil-
ience generally.

his assessment of other potential international collaborations was more damning, rating 
interpol which had offered a model for international enforcement, at two out of five. 
natO also scored the same result.

if major powers such as russia, China, usa, iran and north Korea are not collaborating 
to defeat cyber threats, and threats are increas-
ing, austin believes we have a global cybersecu-
rity crisis.

a particular concern lies with cyber attacks on 
nuclear-based infrastructure. this was aired already 
with the stuXnet attack against iranian stations. 
the attack had mixed results and was thought to 
have been sourced from us and israel. now every-
one was fair game for such attempts, he noted.
 austin floated two ideas for improvements: 
•	  the nuclear security summit should open a 

debate on promoting early agreement that use 
of technological attacks (including cyber means) 
against the safe operation of civil nuclear assets 
in peacetime should be prohibited by a legally 
binding multilateral instrument; and 

•	  states should consider a russian proposal which 
would establish a multilateral response centre 
for nuclear information security incidents of 
high severity.

Dr Greg Austin posed the question: 
Are we approaching a ‘global cyber 
security crisis’.
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NORTh kOREa’s 
cOMMITMENT TO 
cybER waRfaRE
j O h n  h i lV e r t  |  C a n b e r r a

north Korea’s growing cyber 
capabilities present the great-
est likelihood of a cyber conflict 
in asia according to Dr. Tobias 
feakin senior analyst and 
Director, international Cyber Policy 
Centre, asPi.

addressing the Cyber security 
summit, Feakin said north Korea 
had a track record of crippling the 
operations of south Korea’s banks 
and news agencies by wiping 
the hard drives of thousands of 
computers. 

Known as Operation troy (2013) 
north Korea was not only a nuclear 
threat, but executed serious cyber threats as well. 

his research revealed that north Korea cultivated its Cyber warfare force with chil-
dren from primary education. they were ‘talent spotted’ and supported through univer-
sity education. 

these more talented students at the age 12/13 were sent to 1st & 2nd geumseong 
senior-Middle schools. 

Following a six-year program, the most talented of these were streamed to Kim il-sung 
university, Kim Chaek university of technology and Command automation university.

a further five years of training in programming, command automation, computerised 
calculation, technical reconnaissance & cyber warfare saw them appointed to major north 
Korean Cyber units such as the Central Party investigative group, the 204th unit of the 
Operations Department, unification bureau – Cyber based psychological operations and 
notably the general staff reconnaissance bureau 

by the end of 1990s – “unit 121” was established within the reconnaissance bureau of 
the general staff Department and elevated status to a separate department 

their core mission was to infiltrate computer networks, hack classified information, and 
place targeted viruses.

however estimates of the size of the group varied from a low of 300 all the way to 
6,000.

Operation troy was waged as part of a four year Cyber espionage Campaign from 2009 
to 2013.

Most of the campaigns targeted south Korean companies and agencies. techniques 
included key logging, directory listing collection, document theft and remote access. 

last year’s sony hack was attributed to them and saw north Korea extend its reach 
internationally. some 38 million files were stolen from sony. Personal health and 

Dr Tobias Feakin outlined North Korea’s 
aggressive commitment to cyber warfare.
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financial records were also released, internal emails and a draft script of the next james 
bond film.

up to 2013, its cyber attacks up to us$750 million of economic damage. 
Feakin predicts north Korea will continue to probe south Korea’s networks to embarrass 

and undermine its government
While north Korea’s ‘provocative and irresponsible’ behaviour has seen it shun interna-

tional norms in areas such as its nuclear program, Feakin expects its cyber warfare capabil-
ity may be even more destructive.

We also extend our special thanks to our sponsors, without 

whom it would be very difficult to hold the Cyber security 

summit series each year.

a big ‘thank you’

aDM and our conference partner informa wish to thank the speakers who 

participated in this year’s program, each of whom made such a valuable 

contribution to the success of the event. 

We also would like to make special mention of our Day 1 chair,  

Dr Greg Austin, Professorial Fellow at the eastWest institute, new york,  

Visiting Professor, australian Centre for Cyber security, university of new 

south Wales and Day 2 chair, richard Brown, Managing Director,  

Cogito group Pty ltd 
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“risk, resilience, responsibility”


